J KIBSTrust

YNATCTBO

Kako pga 3ano4yHam co Kopucterwe Ha ceptudumkaT usgageH Ha
Gemalto Java PKI TokeH?

Version: 4.0
Date: 18.01.2018
103.17

KUBC AL, Ckonje
© 2018 KMBC Al Ckonje, cuTe NpaBa 3a4pKaHu
http://www.kibstrust.mk



http://www.kibstrust.mk/

J KIBSTrust

CopprKunHa

I o T 1Y - - T PRSP 1
2. Kako na nHctanupam cocpTBep 3a paboTta co Gemalto Java TOKEHOT? .........cccceeeeeveiininnnnnn. 1
3. Kako pa npoBepam ganu nmam ceptudukar Bo Gemalto Java PKI TOkeHOT? .................... 4
4. Kako pa MHCTanmMpam KOPEHCKUN CEPTUMMKATU? ......oooeiiiiiiiiiieiee ittt e e e e et ee e e e e e 7
5. Kako ga ro npomeHam kopucHu4ukmoTt NMUH 3a npucrtan go Gemalto Java PKI TokeHoT? .10
6. Kako ga ro gebnokunpam kopucHnukmoT MUH? ... 12
7. Kako ga oBo3moxam npenuctyBauoT Firefox aa ro npenosHae Gemalto Java PKI TokeHOT?

13



KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

1. HameHa

OBa ynaTCcTBO € HaMEeHEeTO UCK/IY4MBO 3a KopucHuumTe Ha Verba Sign K2, Verba Sign K2 u Verba Seal
S2 cepTMdmKaTK, KON MMaaT NOAMUIHATO cepTUDMKAT CO reHepupaH nap Ha Kayvyesn Ha Gemalto Java
PKI TokeH BO HEKOja 0Z, IOKaNIHWUTE perucTpaunoHn KaHuenapum (J1IPK) Ha M3gasayoT Ha cepTudmKaTh
KUBC (KUBC UC).

CepTndunKatoT e MHcTanmnpaH Ha Gemalto Java PKI TokeH, BO NpMcycTBO Ha KOPUCHMKOT, CO MOMOLL Ha
co¢TBep 3a 6be3beaHO ynpasyBarbe co cepTudmKaTi. OBOj coPTBEpP rapaHTMpPa AeKa NPUBATHUOT Kayd
€ CMecTeH eaAnHCTBEHO Ha Gemalto Java PKI TOKeHOT Koj ce npeaaBa Ha KOPUCHUKOT.

KopucHUKOT Tpeba aa rv cneam yekopute o4 2 4o 5 AageHu Bo NPoAo/IKeHMe.
Bo c/yyaj KOPUCHUKOT Aa ro 610KMpa KopUCHUYKKMOT MNH ce NnpumeHyBa nocTankaTa o4, To4KaTta 6.

[ OKO/IKY KOPUCHUKOT CaKa 4a ro Kopuctn cepTUdMKaToT BO MHTEPHET NpeanctyBadoT Mozilla Firefox
noTpebHo e Aa ce HanpaBK M NOCTankaTa oZ To4Ka 7.

2. Kako pga uHctanupam codpTBep 3a pabora co Gemalto Java ToKeHOT?
CodTBepoT 3a paboTta co Gemalto Java PKI TokeH e objaBeH Ha Beb cTpaHuua Ha KMBC UC, Bo

aenot Codpteep u apajsepwm oa: https://www.kibstrust.mk/mk-MK/Home/Support, a e HameHeT
3a cegHUTe onepaTusHK cuctemm: Microsoft Windows 7 /8 /8.1 / 102

Bo 3aBMCHOCT oA TUMOT Ha OMNepaTUBHMOT cucteM (32 uam 64-buTeH onepaTMBEH CUCTEM),
notpebHO e Aa ce WMHCTannpa coonBeTHUMOT codTBEepPCKM nakeT. [poBepKata Ha TUMOT Ha
onepaTMBEH CUCTEM Ce MPaBM Ha HAYMH ONULLAH BO cnefHaTa NocTanka:

KnukHeTe Start->Programs->Accessories->System Tools->System Information. Bo aenot System
Type ja uma egHa og, cnegHuTe MHGOpMaLUu:

- x86-based PC, 3a 32-6MTeH onepaTUBEH CUCTEM

- x64-based PC, 3a 64-61TeH onepaTUBEH CUCTEM
3a nHcTanaumja Ha codpTBepoT, 04 NoKaumjaTa https://www.kibstrust.mk/mk-MK/Home/Support,

cekumja “Cocreep 3a pabora co Gemalto Java PKI TokeH”, noTpebHO e Aa ce 0TBOPU JaTOTEKA
COO/ZIBETHA 33 ONEPATUBHMUOT CUCTEM:

- Windows 32-6utHu , 33 32-6MTeH onepaTMBEH CUCTEM

- Windows 64-6uteH , 3a 64-6uTeH onepaTMBeH cUcTem

M Ha Npo30peLoT WTo Ke ce nojasu ce u3bupa Run (Cnvka 1).

133 apyru onepaTMBHU cMCTEMM KOHTaKTUpajTe Hé npeky helpdesk@kibstrust.mk.
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

-
File Download - Security Warning g

Do you want to run or save this file?

A MName: Classic_Client_64_User_setup.msi
=
I‘\'@ Type: Windows Installer Package, 33,7MB

From: ca.kibs.com.mk

Bun ][ Save ] [ Cancel ]

[ Zo. While files from the Intemet can be useful, this file type can
{ @ potentially ham your computer. f you do not trust the source, do not
i - run or save this software. What's the risk?

Cnuka 1

(HanomeHa: Bo oBa ynaTcTBO Kako npumep e ynotpebeH codteep Classic Client v.6.1 3a 64-6uteH
Windows 7 onepatuBeH cucTem)

BAXKHO: 3a kopucHuumMTe Ha Windows 8/8.1 onepaTMBHMOT CUCTEM KaKo NpeyCcaoBs 3a UHCTaAnpake
Ha Gemalto co¢pTBepoT 3a Java PKI TokeH e mHcTanaumja Ha .NET Framework 3.5 Koj moxe ga ce
npeseme U _MHCTaAUpPa o4 NoKaLumjaTa_http://www.microsoft.com/en-us/download/details.aspx?id=22.

MHcTanaumjaTa Ha codptBepoT 3a Java PKI TokeH, Gemalto Classic Client, 3ano4HyBa co npo3opeL, Kako
Ha Cnuka 2, co nsbuparbe Ha konyeto Next.

F hl
8 Classic Client 6.1 for 64 bits - InstallShield Wizard [

Welcome to the InstallShield Wizard for
Classic Client 6.1 for 64 bits

The InstallShield{(R) Wizard will install Classic Client 6.1 for 64
bits on your computer. To continue, dick Next.

WWARNIMG: This program is protected by copyright law and
international treaties,

< Back E Mext> [ Cancel

Cnuka 2

MN3bepeTe , | accept the terms in the license agreement”, a notoa Next (Cnuka 3):
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KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

E Classic Client 6.1 for 64 bits - InstallShield Wizard (o]
License Agreement walto,

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT &

IMPORTANT-READ CARFFULLY: This End-User License Agreement for

Gemalto software (“"EULA”) is a legal and binding agreement between you and

the subsidiary or affiliate of Gemalto INV. (“Gemalto™) that distributed this

version of the Software (as defined below) under this EULA {“Gemalto™).

“You'” are a person or legal entity wishing to use the Software. This EULA

governs your use of all of the Software distributed or delivered hereunder.

“Software” means all computer software, associated media, any printed

materials and any accompanying “online” or electronic information provided

to vou hereunder. By downloading, installing, copving, breaking anvy seal on, 7

;

e license agreement

) I do not accept the terms in

InstallShield

[ < Back ][ Mext = ] [ Cancel

Cnuka 3
Ha cneaHuot npo3sopetl (Cnvnka 4) e HaBeaeHa NoKaUujaTa Kaje LWTo Ke buae uHcTaaupaH copTeepor.

Ce octaBa npes aeduHMpaHaTa naTeKa, OCBEH aKo MmaTe 64-6UTeH onepaTUBEH CUCTEM WU
npuctanysaTe A0 Beb cTpaHaTta Ha Y.

BAXHO: 3a kopucHuumMTe Ha ycayraTta E-JJaHoum Kou umaaTt 64-6uTeH onepaTtUBHUOT CUCTEM,
npenopayaHa sokaumja 3a nHcranaumja e C:\Gemalto. Npea nHcranaumnja nHpopmmpajte ce 8o YJN
WAKN nornegHete ja cTp. 15 o4 ynaTtcTBOTO Ha caeAHaTa IoKauuja:
https://etax-fl.ujp.gov.mk/includes/setUpBrowser/Upatstvo za Okolina.pdf.

E Classic Cliznt 6.1 for 64 bits - InstallShield Wizard e
Destination Folder gemalto

Click Next to install to this folder, or dick Change to install to a different folder.

G Install Classic Client &. 1 for 64 bits to:

C:\Program Files (x85)\Gemalto\Classic Client)

Instalishield

[ < Back ][ Next > ] [ Cancel

Cnuka 4

Ha cnegHuot nposopeu, (Cnuka 5), ce ogm Ha Install:
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

r ~
2] Classic Client 6.1 for 64 bits - InstaliShield Wizard =5
<
Ready to Install the Program gemalto
The wizard is ready to begin installation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstaliShield
[ <Back | Hiinetal ] [ cancel
L
Cnuka 5

Kora Ke 3aBpLuM MHCTanaumjaTa, ce KAnkHyBa Ha Finish (Cnvka 6)

- -
4 Classic Client 6.1 for 64 bits - InstallShield Wizard =)

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Classic Client
6.1 for 64 bits. Click Finish to exit the wizard.

< Back Cancel

L =

Cnuka 6

Ha npawareTo , [lanv cakate ga ce pectapTvpa BawmoT komnjytep?” (Caunka 7), ce nsbupa Yes.

L -
13l Classic Cliert 6.1 for 64 bits Installer Information S

Youmust restart your system for the conficuration
changes made to Classic Client 6.1 for 64 bits to take
efferct, Click Yes to restart now or Mo if you plan to
restart later.

Cnuka 7

OTKaKo KoMNjyTepoT Ke ce pecTapTvpa, NOCTankaTta 3a MHCTanaumja Ha codpteepoT Gemalto Classic
Client Toolbox 3a Gemalto Java PKI TokeH e 3aBpLueHa.

BAXHO: MocTanKa 3a MHcTanaumja Ha codpTBep onuLiaHa BO TOYKa 2 Tpeba ga ce NOBTOPU Ha CEKO]
KOMMjyTep Ha KojlITO cakaTe Aa ro kopuctmute Gemalto Java PKI TokeH.

3. Kako ga npoBepam ganu umam ceptudpukar Bo Gemalto Java PKI TokeHoT?
3a npoBepKa Ha cogpuHaTa Ha Gemalto Java PKI TokeH, ce BMeTHyBa TOKEHOT BO KOMMjyTEPOT Ha KOj

€ MHCTanmpaH codTBEpP COrnacHo Toyka 2 oA oBa ynatcTeo. KamkHete Start -> All Programs ->Gemalto,
M akTMBUpajTe ja anamkaumjata Classic Client Toolbox.
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KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

. Gemalto
Classic Client
te Classic Client Toolbox
%4 RegTool

Cnuka 8

Bo genot Card Contents, ce usbupa Certificates, n ce kamka Ha Gemplus USB Key Smart Card Reader.
Bo genot PIN Code ce BHecyBa INMMH- oT obu1eH Bo eneKkTpoHcKaTa nopaka (e-mail) koja KUBC UC ja
npaka OTKaKo Ke ro ogobpu msgaBarbeto cepTudmKat. KnnkHeTe Login, no wro ce gobuea npuKkas
Kako Ha CauKa 9, Ha Koja ce NpuKaykaHW NapoT of, NPWBaTEH WU jaBEH K/yd, Kako U cepTuduKatoT
M34aAeH 3a HUB.

[JOoNoONHUTENHO, Ha TOKEHOT CE CMECTEHM M KOPEHCKMTE cepTudUuKaTh Ha usgasadyoT KMBC UC, co
cnegHUTE UMUHLA:

“KIBS Qualified Certificate Services CA — KIBS AD Skopje” n “KIBS Verba CA — VeriSign, Inc.”
AOKO/KY Bawwnot ceptnudukar e nsgageH npepg, 23.02.2016 rogmHa.

— “KibsTrust Qualified Certificate Services KibsTrust Certification Authority” un “KibsTrust
Certification Authority’s VeriSign Class 2 Public Primary Certification Authority — G3” gokosky
BawwoT ceptndukar e usgageH no 23.02.2016 rogmHa.

Classic Client gemalto” ©
Ceriificates g
Card Contents ey
-{' PIN Code: Logout
R
Certificates
O FujitsuTechnologySolutions GmbH SmartCase KB SCR e5
- a EQ Gemplus USB Key Smart Card Reader 0
5 R Yinc v orcome 195 025 40 Sopte DS Ime14 P
Card Properties -Sgn RSA Public Key 20483 bits
- RSA Private Key 2048 bits
i f& KbsTrust Certification Authority's VeriSign Class 2 P
i & KibsTrust Qualified Certificate Services's KibsTrust C
q |~ I . G
Show details... | | |
Card Administration

Export... | | |

Diagnostic/Help

Cnuka 9

KnnkHete Bo aenot Ime Prezime’ S ....,, a noToa KAnkHeTe Ha Show details. Tpeba aa ro gobuete
npukasot oa Cnuka 10, Kage ce AageHn nHdopmaumm 3a ceptudrKaToT.
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

F B
Certificate ﬁ

General |De13i|s I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
» Protects e-mail messages
»2,16.840.1.113733.1.7.23.2

» Smart Card Logon

*Refer to the certification authority's statement for details.

Issued to: ImeldPrezimeld

Issued by: KibsTrust Qualified Certificate Services

valid from 27. 11. 2015 to 27. 11. 2016

Install Cerh’ﬁmte...] [ Issuer Statement ]

Learn more about certificates

Cnuka 10
KnukHete Ha genort Certification Path. MoskHu ce 2 (aBa) npuKasu:

1. AKo e npuKasoT Kako Ha Camka 11, Toraw ce npoAoaKyBa co YeKkop 5.

M ™
Certificate ﬁ
m Certification Path

Certification path
@ VeriSign Class 2 Public Primary Certification Authority - G3

@ KibsTrust Certification Autharity
@ KibsTrust Qualified Certificate Services

ERES] Ime 14 Prezime 14

View Certificate

Certificate status:
is certificate is OK.

Learn more about certification paths

Cnuka 11
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KaKo fga 3ano4YHam co KopucTene Ha cepTudUKaT n3gageH Ha Gemalto Java PKI TokeH?

2. AKo e npuKasoT Kako Ha Cinka 12 (MpuKarkaHo e camo UMe 1 Npe3nme) Torall ce Npoao/IXKyBa
Ha YeKop 4.

Certificate @
Certification Path

Certification path
PRl Ime 14 Prezime14

Wiews Certificate

Certificate skatus:

The issuer of this certificate could not be found,

Learn mote about certification paths

Cnuka 12

4. Kako ga uHcTtanupam KOpeHCKU ceptudmnkaTtn?
3a ¢YHKUMOHMpPartbe Ha AUTUTANHMOT cepTudUKaT, NOTPebHO e [a ce MHCTanMpaaT KOpPeHCKute
ceptudurati Ha U3aasauot KUBC. 3a Taa Len noTpebHo e ga ce U3BpLIaT CAegHUTE YEKOpU:

1. Ce aktuBupa copTBepoT Start->Programs->Gemalto->Classic Client-> Classic Client Toolbox
2. Opf meHUTO Ha neBaTa cTpaHa ce nsbupa Certificates
3. Op gecHata cTpaHa ce M3bupa KopeHcKu cepTudukaT u ce nsbupa Show details... (Cnuka 13)
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

Toolbax
Certificates g
Card Conterts el
& & PIN Code: Login I
Certificates
FujitsuTechnologySeolutions GmbH SmartCase KB SCR eSIG 0
i Gemplus USB Key Smart Card Reader 0
% Ime14 Prezime 14's KIBS AD Skopje ID'S Ime14 Prezime 142 |
Card Properties Sige RSA Public Key 2048 bits

R KibsTrust Certification Authority's VeriSign Class 2 Public Pri
B KibsTrust Qualified Certificate Services's KibsTrust Certifica:

] [ 1 ] »

Show details. .. | Erase | Set as default |

Card Administration

Export... | Erase &l | Feqister Al |
Diagnostic/Help

Cnuka 13

4. Bo HOBMOT OTBOPEH Npo3opeL, ce KAnkKa Ha Install certificate... (Crinuka 14)

- ™
Certificate u
General |Details | Certification Path

La Certificate Information

This certificate is intended for the following purpose(s):

*2,16.840.1.113733.1.7.23.2
» All application policdes

Issued to: KibsTrust Certification Authority

Issued by: VeriSign Class 2 Public Primary Certification
Authority - G3

Valid from 13, 10. 2015 to 13. 10. 2025

nstall Certificate...| | Issuer Statement

Cnuka 14

5. Ce 3anoyHyBa nocTanKkaTa 3a MHCTasaumja Ha cepTudumKaToT. Bo HapegHuTe ABa Npo3opum ce
oCTaBaaT npea-geduHMpaHUTe NocTaByBakba U ce KAUMKHyBa Ha Next. (Cnuka 15 n Cnvka 16)
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

r ~
Certificate Import Wizard i @
——
Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where I
certificates are kept.
To continue, dlick Next. I
Back [ Next > ] [ Cancel
(
—
Cnuka 15
r Y
Certificate Import Wizard lé]
I—— B
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for

the certificate.

() Place all certificates in the following store
Browse

Learn more about certificate stores

[ < Back ][ Mext = ][ Cancel

Cnuka 16

6. Bo nocnegHunoT nposopel ce oam Ha Finish 3a 3aBplwyBarbe Ha noctankaTa (Cauka 17). Mo
HEKO/IKYy CEeKyHAM ce nojaByBa MHGOPMAaTMBEH MPO30OpeL, 3a yCMewHa WHCTanauuja Ha
cepTuduKaToT (Camka 18).
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KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected Wl Elle= VR0 el AT

Content Certificate

[ < Back ][ Finish ][ Cancel

Cnuka 17

r N
Certificate Import Wizard ﬁ
—

| The import was successful.

Cnuka 18

7. 3a MHCcTasaumja Ha BTOPUOT KOPEHCKM cepTUdUKAT, NOTPebHO e Aa ce NOBTOPAT YEKOPUTE 0L,
3p06.

3abenewkKa: KopeHckute cepTudmMKaTM MoKe [na ce npesemaT WM ogf Beb cTpaHaTa
https://www.kibstrust.mk/mk-MK/Home/Support so genot KopeHcku ceptudukartu.

5. Kako ga ro npomeHam kopucHuukuot NMUH 3a npuctan go Gemalto Java PKI
TOKEHOT?

TokeHOT ce AobuBa co noctaBeH KopucHMYKkKM MUH. MNH-0T ce gocTaByBa CO €NEKTPOHCKA MopaKa
mncnpateHa og KMBEC UC, nam co otneyateHo lMucmo co MWUH, n e no3HaT camo of CTpaHa Ha
COncTBeHMKOT Ha Gemalto Java PKI TokeHOT. 3apaam Balla 3alWTUTa, ce npenopayvysa osoj MNH aa ro
npomeHuTe 1 3anameTture. [pomeHaTa ce NpPaBu Ha CIEAHNOT HAYMH:

1. Ce aktuBupa Start->Programs->Gemalto->Classic Client-> Classic Client Toolbox.
2. Opf MmeHWUTO Ha neBaTa cTpaHa ce m3bupa Card Administration, ogHocHo PIN Management
(Cnuka 19).
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

Classic Client gemalto‘ o
. Certuficates e
Card Contents o,/'

Card Administration A PIN Code: [ Login |

—

PIN Ma;"-lz.l-g.ement FujitsuTechnologySolutions GmbH SmartCase KB SCR. e5IG 0

Gemplus USE Key Smart Card Reader 0

% Ime14 Prezime 14's KIBS AD Skopje ID'S Ime14 Prezime 195 |
S RSA Public Key 2043 bits

R KibsTrust Certification Authority's VeriSign Class 2 Public Pri

R KibsTrust Qualified Certificate Services'S KibsTrust Certifica:

] | m | b
Show details... I Erase | Set as defaulk |
Export... I Erase Al | Fegister All |
Diagnostic/Help
Cnuka 19
3. Ce n3bupa Gemplus USB Key Smart Card Reader, a notoa Change PIN un ce KnMkHyBa Ha Next
(Cnuka 20)
Classic Client gemalto” o)
B PIN Management g [
Card Contents 7
Card Administration ~Select an installed smart card reader
O FUJITSU SCR USB 2A 0
fren L1 Gemplus USB Key Smart Card Rea...
PIN Management

~Select a task you want to perform on
9  kesca

& Change PIN
€ Unblock PIN

Next >>
Diagnostic/Help E—I

Cnuka 20

4. Bo noneto Current PIN, ce BHecyBa Baxeukunot MUH (MNH-oT aobuen og KMBC UC nnam NUH-

OT KOj CO McTaBa NocTanKka camu cte ro geduHunpane), a Bo nonmmata New PIN v Confirm New
PIN ce BHecyBa HoBuoT MNH (Cnnka 21).

BAXKHO: Hosuot MNNH Tpeba ga Mma MUHUMYM 6, @ MaKcumym 8 undpu.
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KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

x
Classic Cff.en‘t gemalto” ©
PIN Management g
Card Contents
e Gemplus USB Key Smart Card Reader 0
N PIN PIN Policy
i 3
L
PIN Management | =& j
Current PIN: Must be at least 6 characters long b
xxxxxx Must be less than or equal to & characters long W
MNew PIN: Must contain only numeric characters W
Confirm New PIN:
xxxxx >1
-
Change PIM
<< Previ
Diagnostic,/Help revious
Cnuka 21

5. Ce knuKkHyBa Ha Konyeto Change PIN, no wto ce jaByBa nopaka geka PIN-oT e npomeHer
(Cnuka 22)

r ~
PIN Management &J

| User PIN changed

Cnuka 22

6. Kako paro aebnokupam KopucHuukuot MNUH?

JoKonKy 3 naTu nocnepoBatenHo ce BHece norpeweH MWH, BawnoTt Gemalto Java PKI TOKEH
(TokeH) ke ce 610kmpa (locked).

3a npoBepka ganu e 6aokupaH NMMUH-ot Ha Gemalto Java PKI TokeHoT, oTBOpeTe ro Gemalto Classic
Client codTtBeporT, BHeceTe ro NMUH-oT 1 KnnkHeTe Login. [loKONKY MOKe Aa ce nornpaTe, Torat ce
e Bo peg, NMNH-oT He e 6i10KnpaH. Ho, Aokonky ce nojasu nopaka "PIN is Locked", Toraw NUH-oT
e 6/10KnpaH.

3a aebnokaga Ha MNUH-oT, HocuTenoT Ha cepTudmKaToT Tpeba JIMMHO aa ro AoHece TOKEHOT BO
PernctpaumoHaTta KaHuenapuvja Ha M3paBadoT Ha cepTudmkatn KMBEC 3a aa 6uae HanpaBeHa
Aebnokaaa. 3a oBaa ycayra ce HansiaTyBa HaZOMECT COrlIacHO 06jaBEHNOT LLEHOBHMK.

JOKONKY HOCUTENOoT Ha CepTVId)MKaTOT He € BO MOXXHOCT INYHO Aa I,CI,OJ.,,CI,E, TOraw MoXe:

1. [Oa page nonHomoluHo (https://www.kibstrust.mk/Storage/Dokumenti/4-103.01-
65 MonHomouwHo.pdf) co cBoepayeH NOTNKUC, Ha APYro nLe Koe Ke ro goHece PKI TokeHoT
3a aebnokaga, 3aegHo co noTepaara 3a ynnata o KUBC UC, unu

2. [laro ucnpatv TOKEHOT U NOTBPAATA 3a ynaaTta no nowTa Ao PerMcTpaumoHaTa KaHuenapumja
Ha KMBC UC Ha agpeca objaBeHa Ha https://www.kibstrust.mk/mk-MK/Home/contact unu
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KaKo fga 3ano4YHam co KopucTene Ha cepTudUKaT n3gageH Ha Gemalto Java PKI TokeH?

3. [Jaro ocTaBM TOKEHOT 3ae4HO CO ynaaTaTa Kaj Hekoj og, 3actanHuumte Ha KUBC UC
(https://www.kibstrust.mk/mk-MK/Home/contact).

7. Kako pa oBo3moxam npenuctyBa4oTt Firefox ga ro npenosHae Gemalto Java
PKI TokeHOT?

OBaa TouKa e HameHeTa 32 KOPUCHULUTE HA AUIUTANHU cepTUPMKATU KOU KOpPUCTAT NpenncTysay
Mozilla Firefox.

BaxkHo: Gemalto Java PKI TOKeHOT e noapp:KaH camo Bo 32-6uTHa Bep3uja Ha Npenncrysavor
Mozilla Firefox! HajHoBa 32-6uTHa Bep3nja moxe ga ce npeseme og, https://www.mozilla.org/en-

Us/firefox/all/.

3a Gemalto Java PKI TokeHOT co aurntaneH ceptuduKar, Koj ro noceaysaTte, Aa CTaHe NPeno3HaTIns
WM O3 MOXe fa Cce KOPUCTM Of, CTPaHa Ha MHTepHeT npenuctysadvoT Mozilla Firefox, nsspwerte ru
cnepHuUTE Yekopw:

1. Op MmeHWUTO Ha NPEeNMCTYBaYOT BO ropeH AeceH aron usbepete Options (Crnvka 23).

- & Google Pl ¥t Options

<« & @ @& http ww.google.com B80% o O W Search N @ E
£ Sign into Sync
ER Mew Window Ctrl+M
©3 New Private Window Ctrl+Shift+P
ﬁ Restore Previous Session
Zoom - %+
GO le e
g lIl\ Library >
2 Add-ons Ctrl+Shift+A

3 3% Options

o7 Customize...

NpeBapyeare ra Google We cneaw cpeia Open File... Ctrl+0

Save Page As... Ctrl+5

Google newyan so: English & Print..
Q Find in This Page... Ctrl+F
More >
‘Web Developer >
@ Help >
O Eit Ctrl+Shift+-0
Cnuka 23

2. Op meHMTO Ha NeBaTa cTpaHa m3bepeTe ja onuujata Privacy & Security, otngete Hajoony,
npuTUCHEeTe Ha KonyeTo Security Devices (Crnvika 24)
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

<« cC @ ©) Firefo about:preferences#privacy 0% 1Y
'm- General
Security
Q Search

Deceptive Content and Dangerous Software Protection

n Privacy & Security

+  Block dangerous and deceptive content Learn mare

e Firefox Account + Block dangerous downloads

¥ Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate
Select one automatically

® Ask you every time

Query OCSP responder servers to confirm the current validity of

i certificates
@ Firefox Support

Search

Wiew Certificates...

Security Devices...

Cnuka 24

3. Ke ce nojasu npo3opye Kako Cninka 25. KnnkHete Load

Device Manager

+ S5 Internsl PKCS =11 Module
Generic Cryplo Senvces
Sofbaare Segurity Device

wBuiltin Roots Madule

Buattan Obpect Token

Cnuka 25

4. Bo HOBMOT Npo3opeLl, KNnKHeTe Browse (

Enable FIPS

QK

5. CnuKa 26) 3a aa ja HajaeTe notpebHaTa gatoTeKka gclib.dll. JaToTekaTta ce Haora Ha naTeka
C:\Program Files\Gemalto\Classic Client\BIN uan Ha nateka C:\gemalto\Classic Client\BIN,
[OKO/IKY Npu MHcTanaumja Ha Mozilla Firefox cte ja oabpane natekara c:\gemalto.
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

Cenektupajte ja gatoTtekaTta gclib.dll. KnukHete Open (Cnvka 27), Bo Module Name BHeceTe
Gemalto Java PKI token, a notoa knukHete OK (Cnuka 28).

@ Load PKC5#11 Device Driver — >

Enter the information for the module you want to add.

Module Mame | QTR 0= Rl E LT

Module filename | |

oK Cancel
Cnuka 26
@ Choose a PKCS#11 device driver to load @
e,
@uv| . r Computer » Local Disk (C) » gemalto » Classic Client » BIN - | +3 || Szarch BN Pl
Organize » MNew folder
X Favorites Marme Date rnodified Type Size i
' B Dokt ‘a4 RegTool 08112012 11:35 Application L212 KB
skt
B Ip 4 %] PluginPINMngt.dil 14.00.2012 15:31 Application extens... Letd KB —
oenloads
: Onels %] PluginnformationCard.dll 08.08.2012 13:31 Application extens... L764 KB
nelirive
5= R, o %] PluginDocumentation.dll 08.08.2012 13:52 Application extens.., 74 KB
=] Recent Places X X o
%] PluginCertificates.dll 16.11.2012 17:06 Application extens... L1825 KB
- | pkcs1l Uninstall 21112012 13:48 HThAL Dacurnent KB
= Libraries K
@ N || pkes1l_install 27112012 13:47 HTRL Document KB
J‘ Musi %] pk2p15.dil 07.11.2012 18:58 Application extens.., 2,495 KB
L usic =
B Pict 1) pk2GernIDudll 07.11.2012 18:39 Application extens.., L1568 KB T
ictures
B v | MSLAction.dll 30.07.2012 16:50 Application extens... 623 KB
Ideos
%] kharon,dll 22.11.2012 21:50 Application extens.., 475 KB
W . (%] GUICore.dll 30.07.2012 22:22 Application extens... 656 KB
1M Computer
= p‘ Disk (3 571 Gsl Shin S 27.07.2012 15:39 Application B4 KB
T oca 15 3
= DT (st OrgDelovi) (%] GafeCsp.dil 06.11.2012 10:33 Application extens... 1036 KB
] ris\OrgDelowvi
= g (%] GernPRM.dIl 07.08.2012 19:06 Application extens... 13 KB
G..! [— li= Gemplus 07,12, 2006 17:49 IPEG image 47 KB
et
@ GCSMregistration 12.01.2015 09:12 Shortcut 2KB
| ] gelib.dil 27.07.2012 18:54 Application extens.., 1,096 KB|
%] gck2015xdil File description: PKCS#11v2.01 - Multiplexer for Cryptaki &PT f.. 1437 KB -
Company: Gernalto
File name: gelib.dll File version: 8.0.2.0 > [ Fies -
Date created: 27.07.2012 18:54
Size: 1,07 ME [ open | [ concel |
Cnuka 27
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KaKo f4a 3ano4yHam co KopucTene Ha cepTuduUKaT n3gageH Ha Gemalto Java PKI TokeH?

@ Load PKCS#11 Device Driver

=) & e

Enter the information for the module you want to add.

| kodule Mame  Germalto Java F'KItu:uken|

Module filename  ChgemaltotClassic Cl

| (0] 4 || Cancel |

6. Mo popasame Ha BawmoT Gemalto Java PKI TokeH, Toj ce nojaByBa

Cnuka 28

cTpaHa (Cnuka 29). Ha oBa npo3opye KanMkHeTe OK.

Security Modules and Devices
aMNSSInternal PKCS#11 Module
Generic Crypto Services
Software Security Device
aBuiltin Roots Maodule

Builtin Object Token

Device Manager

Cetails Value
Module Gernalto Java Pl token
Path C\gernaltol\Classic Client\BINgelib.dll

BO /INCTaTa 04 /sieBaTa

LegIn
Log Qut
Change Password
Load
Unload

Enable FIPS

QK

Cnuka 29

7. [oKonKy npu gofaBakbe Ha MOAY/OT Ce NOojaBM rpeLka Kako Ha Cnuka 30, Toraw
HajBepojaTHO MMaTe MHCTanMpaHo 64-6uTHa Bep3nja Ha Mozilla Firefox, Koja He noagp:KyBa
Aopasambe Ha 32-6uTteH moayn.

Alert

1
- T

Unable to add module

Cnuka 30

8. 3aparo npernegate BawwnoT cepTMdMKaT, 04 MEHUTO Ha NeBaTa CTpaHa usbeperte ja
onuujaTta Privacy & Security, otuaete Hajgony, nputucHeTe Ha KonyeTo View Certificates

(Cnuka 31).
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Kako aa 3anoyHam co KopucTtere Ha cepTuduKaT nsgaseH Ha Gemalto Java PKI TokeH?

&« c @ © Firefox  about:preferences#privacy s Yy | Q Search mw ea =
~
Find in Options
3t General Allow Firefox to send crash reports to Mozilla Learn more
Q Search

Security

B Privacy & Security

Deceptive Content and Dangerous Software Protection

c Firefox Account P 9

+ Block dangerous and deceptive content Learn more
¥ Block dangerous downloads

“ Warn you abeut unwanted and uncommon software

Certificates

When a server requests your personal certificate
Select one automatically

® Askyou every time

Query OCSP responder servers to confirm the current validity of View Certificates...
v

rtificate
@ Firefox Support cermeates Security Devices...

Cnuka 31

9. Bo nposopyeTo 3a BHecyBame nosuHka (Cnuka 32) HE BHECYBAJTE HULUTO, camo
knukHeTe OK unu Cancel.

Pazsward Required \EI

0_ Flease enter the master password for the Ime prezime

| ok || concel |

Cnuka 32

10. BawwuoT cepTmdurKar ce Haora Bo genot Your Certificates (Cnuvka 33).

Certificate Mansger
Your Centificates People Servers Authorities Others

You have certificates from these erganizations that identify you:

Certificate Name Secumty Device Serial Nurmber Expires On ®

A KIBS AD Skopje
Ire10 Prezirne 10 Software Security Dev... 13:8F:00:74:7C:51:65:... 26.11.2018

Wisw,.. Backup... Backup &ll... Import... x

Cnuka 33

BAXHO MNPEAYMNPEOYBAIBE:
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KaKo fga 3ano4YHam co KopucTene Ha cepTudUKaT n3gageH Ha Gemalto Java PKI TokeH?

Mpu nperneayBawe Ha BawunoT ceptudukar Bo Mozilla Firefox
(Cruka 33), BO HUKOJ CJTYHYAJ HE CMEETE pa ro nsbepete
kon4yeto DELETE. Co n3bupare Ha oBa Konye, ce nHnumupa bpullere Ha
BawwnoT ceptndmkat gupektHo og Bawmnot PKI TOKEH!

Ako cenak knukHeTe Delete, ke pobrete npeaynpeaysate kako Ha Cnvka 34. Bo
oBa npo3opye 3agomkutenHo n3depete CANCEL!

Bpuwerweto Ha Bawwuot ceptudpumkat npeky Mozilla Firefox e uenocHo Bawa
oAroBopHOCT!

Bo BakoB cnyyaj HE nocTton HauuH ga ce noBpatu cepTudmMKaToT, nopagu LWITO
Bue ke Tpeba Aa ja 3ano4yHeTe noctankara 3a go6uBawe HOB cepTuduKaT u aa
r'M NoKpueTe TpoLwoLuuTe 3a HEroBo nsgaBame!

Delete wour Certificates @

-

Sire you sure you want to delete these certificates?

Imie10 Prezirne 10

If wou delete ane of wour own certificates, you can no longer use it to identify

wourself,

Cnuka 34

* k% %
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